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Security 

Purpose 
 
 The purpose of this lab is to become more familiar with the security 
enhancements in TeleForm V10. In this lab you will earn how to implement these new 
security features, and when they are best suited for use. 

Objectives 
 

• Fully understand what the security enhancements in TeleForm V10 
• Understand how to implant security in TeleForm 
• Understand how to use the new security features in V10 to lock down a TeleForm 

system 

Instruction Type 
 
 Presentation 
 Hands on Exercise 

Lab Exercise 
 
 The following section will walk you through the steps necessary to complete this 
exercise. 
 

Step 1 – Enabling Security 
 
 Before we can take advantage of any security features, we must first enable 
security in TeleForm. The following section will walk you through the necessary steps in 
enabling security in TeleForm. 
 

1. Open TeleForm Designer. 
2. From the Utilities menu, select configuration. 
3. Select the Global System, Security tab. 
4. Check the Enable User Security check box. 

 
Note – In TeleForm Enterprise, we could choose to link the TeleForm security system 
with an Active Directory system, however for the purposes of this lab internal security 
will be used. 
 

5. Check the Single Sign-on and Remember last login check boxes. 
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6. Click Apply. 
7. When the settings are applied, you will be asked to login. Login with the default 

Admin account. The username is admin and the password is admin. 
 

 
 

8. Click Ok to close the Configuration dialog. 
 
Note - The logged in username will always be displayed on the task bar of all 
TeleForm applications. 

Step 2 – Creation of Users and Groups 
 

In order to make use of TeleForm user security, we must create users and groups. 
Normally you would create users for each TeleForm user and groups based on logic units 
or uses of TeleForm. For the purposes of this exercise we will create several “test” users 
and groups so we can observe what effects various security settings have. 
 

1. Open TeleForm Designer and login as admin. 
2. From the Utilities menu, select Security. 
3. In the security dialog, select the groups tab. 
4. Notice that by default TeleForm has 8 basic groups based on standard TeleForm 

functionality. We will create additional groups for specialized use with in our 
system. 
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5. Right click on the Security Groups folder, choose New Group. 
6. Name the group “Accounts Payable”. 

 

 
 

7. Create another group; name it “Accounts Payable Verifiers”. 
8. Right click on Accounts Payable, choose properties. 
9. Under the Verify (Basic) check Run Verifier and Use Batch Management. 
10. Under Verify (QC), check Use Anytime QC (view). 
11. Under Scan check Run Scan Station, Create Batch, and Configure Scanners. 

 

 
 

12. Click Ok to save the rights assignments. 
13. Right click the Accounts Payable Verifiers group, choose properties. 
14. Under the Verify (Basic) check Run Verifier, Use Batch Management use Form 

Mode Correction, and Use Capture Mode Correction. 
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15. Under Verify (QC), check Use Anytime QC (edit). 

 

 
 

16. Click Ok to save the rights assignments. 
17. Select the Users tab. 
18. Right click the admin user, choose properties. 
19. Under the memberships tab, check Accounts Payable and Accounts payable 

Verifiers groups. 
20. Click Ok to save these settings. 
21. Right click and choose New User. 
22. Create 5 new users based on the information below. 

 
User name Display name Password Group 

Memberships 
user1 User 1 user1 Accounts Payable, 

Accounts Payable 
Verifiers 

user2 User 2 user2 Accounts Payable, 
Accounts Payable 
Verifiers 

user3 User 3 user3 Accounts Payable 
user4 User 4 user4 Accounts Payable 
user5 User 5 user5 Verifiers Basic,  

Verifiers – Advanced 
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23. Because some of our users are members of multiple groups, determining what 
rights they truly have could be difficult to do manually. Right click on User 1, 
choose properties. 

24. Select the Rights Tab. This tab will allow you to assign rights beyond (or below) 
group rights as well as allow you to see the user’s true rights in the system.  

25. Expand all check items in the Aggregate Rights section of the dialog. Notice that 
this shows you all rights the user has received from all group memberships as well 
as individual rights assignments. 
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26. Click Ok to close the dialog. Click Close to close the security dialog. 

Step 3 - Observing the results 
 

1. Close all TeleForm applications that you may have open. 
2. Open TeleForm Designer. 
3. When prompted to login, login as any of the users we just created (user1 – user5). 

 

 
 

4. Because we have not given this user rights to the Designer Application, they will 
not be allowed past the login screen. 

5. Open TeleForm Verifier. 
6. When prompted to login, login as user1. 
7. Because we have given this user rights to the application, they are allowed to 

login. 
8. Select the utilities menu. 
9. Notice that Image Management, Form Selection, and Auto Batch Assign dialogs 

are disabled. This is because we have restricted this user from using those 
interfaces. 

 

 
 

Step 4 – Configuring batches for Batch Security 
 
 Now that we have configured some basic application access, we can begin to 
assign batches to certain groups of users in the system. Please note this portion of the 
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exercise makes use of the Classification Exercises so you must complete these exercises 
before continuing. 
 

1. Open Scan Station. 
2. Login as admin. 
3. From the File menu, choose Job Configuration. 
4. Open the Standard Classification job. 
5. Under the Owner group field on the General tab, select Accounts Payable. 

 

 
 

 
Note – because we now have an owner group for this job, only members of this group 
will be allowed to use this job for creating batches and access batches created with 
the job. This is a great method of segmenting the batches for users. 
 
6. Click Ok to save the job. 

 

Step 5 – Observing the results 
 

1. Open TeleForm Reader, Scan Station, and Verifier. 
2. When prompted, login as user3. 
3. In Scan Station, from the file menu, choose New Batch. 
4. In the Details tab of the batch, set the job to be Standard Classification. 
5. Select the Process tab. 
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6. Set the source to be Directory, the Pattern to be *.TIF, and the directory to 

“Standard Classification Lab\Images\Mixed\”. 
7. Click Start to import the images. 

 

 
 

8. Click Accept to release the batch for processing. 
9. In TeleForm Verifier, login as User 5. 
10. Notice that you cannot even see the batch we have just created. This is because 

although this user has Verifier rights, they are not a member of the batches owner 
group (Accounts Payable). 
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11. In TeleForm Verifier, login as User 3. 
12. Locate the batch we just created in the Batch Management Dialog. 
13. When the status of the batch becomes “Ready for Correction” right click the batch 

and choose QC. 
 

 
 

14. Right click on any image in the batch. Notice that most features are disabled for 
this user (Classification, insert/replace, delete, etc) as well as feature like 
bookmaking, etc. This is because although this user is a member of the Accounts 
Payable group, that group only has view (read-only) rights in anytime QC. 

 

 
 

15. Close the Anytime QC interface. 

Page 10 



Security 
16. From the Utilities menu, choose Login.  
17. Login as user1. 
18. Right click our batch and choose QC. 
19. When the Anytime QC interface loads, right click and image in the batch. Notice 

this user can make changes to the batch (features that were previously disabled for 
user3 are enabled). This is because user1 is a member of Accounts Payable which 
grants them rights to see and access the batch as well as Accounts Payable 
Verifiers which gives them Anytime QC edit rights. 

 

 
 

20. Do not make any changes on the batch as we will use this batch through out the 
lab. Close the Anytime QC interface, and if prompted to save changes, choose 
No. 

Step 6 – Configuring Form Security 
 

1. Close all running TeleForm applications. 
2. Open TeleForm Designer. Login as Admin. 
3. In order to better demonstrate the Form Security Capabilities, we will first extend 

the rights of our current users and groups. 
4. From the Utilities menu, choose Security. 
5. Right click the User 5 and choose properties. 
6. In the Memberships tab, check Designers to make the user a member of the 

Designers group. 
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7. Click ok to save the changes. 
8. Select the groups tab. 
9. Right click the Accounts Payable group and choose properties. 
10. Under Verify (basic) check Use Image Management. 
11. Check the Form & Image Access and Design rights. 

 

 
 

12. Click Ok to save the changes. 
13. Close the security Dialog. 
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14. From the File menu, choose Templates. 
15. Under the Standard Classification folder in the Templates dialog, create a new 

folder. Name the folder Verifiers Group. 
16. Drag the “No Barcode Payment Due with Fields” form into this folder. 

 

 
 

17. Right click on the Verifiers Group folder and choose Security Settings. 
18. Under the Security Group list, choose Accounts Payable Verifiers. 
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19. Click Ok to save this setting. 
20. Close the templates dialog. 

Step 7 – Observing the results 
 

1. In TeleForm Designer, Login as user3 (remember user3 is a member of Accounts 
Payable but not Accounts Payable Verifiers). 

2. Attempt to open the “No Barcode Payment Due with Fields” form.  
3. Notice when you try to open the form, you receive a message that you do not have 

access to the form. 
 

 
 

4. Login as user1 (remember, user1 is a member of the Accounts Payable Verifiers 
group and now also have Design rights). 

5. Notice this user is able to open the form. 
 
Note – Designer Form Access is just one piece of the Form level security rights. As we 
will see, these rights also effect what the user can access in Verifier. 
 

6. Open TeleForm Verifier. 
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7. Login as user3 
8. From the Utilities menu, choose Image Management Dialog. 
9. In the Batch drop list, select the batch we have been working with in this exercise. 
10. Note that as user3 you can see what is in that batch in the forms section of the 

dialog (all form type and nonforms). 
 

 
 

11. Attempt to open on of the “No Barcode Payment Due with Fields” for correction. 
12. Notice you will receive a message that you do not have rights to this object. 

 

 
 
Note – If doing correction, the Verifier will simply skip over forms the user does not 
have access to, however if the user explicitly tries to open a form that they don’t have 
access to, they will receive a notification as shown above. 
 

13. Under the Utilities menu, choose Batch Management Dialog. 
14. Double click on our batch to begin correction on the batch. 
15. Perform all verifications as needed on the forms until you are returned to the 

Batch Management Dialog. 
16. Notice that when performing the corrections that you only saw the forms you 

have access to. Although here are more forms in the batch that need correction, 
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this user does not have access to them so they will not be allowed to access them 
via the correction interfaces. 

17. Under Utilities, choose Login. 
18. Login as user1. 
19. Double click on our batch to process the remaining forms. 
20. Perform all verifications as needed. 
 

 
 
Note - Notice that because user1 is a member of the group that has access to this 
form, they were allowed to access the form for correction. This can become very 
handy when you not only need to send batches to certain groups, but need to segment 
the batch even further so that only specified users can access certain items within the 
batch. 

 

Exercise Questions 
1. Can functionality exposed through Anytime QC be filtered or restricted without 

enabling user security in TeleForm? 
 
 
 

2. What rights can I apply to a users or group of users to allow them to use Anytime 
QC, but prevent them from modifying the batch? 
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3. What feature can be used to restrict access to certain forms (both for design and 
correction) to specific users? 

 
 
 

4. What feature can be used to restrict access to certain batch types to a specific set 
of users? 
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